In June and August,
2013, two federal district
courts issued decisions
involving cell phones. The
decisions, taken together,
provide valuable guidance
to employers in writing
company policies about
cell phone use. One case
involved an employee's
personal cell phone and the other case involved
a company's cell phone which was turned
back to the company when the employee left
employment. The rapidly changing pace of
technology is leading to a growing number of
court decisions concerning cell phones. Prudent
employers should follow the guidance of these
decisions when rewriting employment policies.

Bill Harding

1. THE CALIFORNIA SITUATION

An employee of Wal-Mart Stores, Inc. was
terminated. The employee filed an action in state
court alleging discrimination (national origin,
race and sex) and wrongful termination. The case
was removed to federal court.

THE SUBPOENA

The employer issued a subpoena to AT&T
Mobility requesting:

1. All incoming and outgoing cellular phone
and text message records for the terminated
employee's cell phone number for a
designated period of time;

2. All records regarding any data used by
the device associated with the terminated
employee's cell phone number for the same
period of time; and

3. Invoices for the terminated employee's cell
phone number for the same period of time.

THE ARGUMENTS

The terminated employee argued that she was
never counseled about cell phone use and that
her employment records do not contain any
documentation about her using her cell phone
during work hours. She contended that she was
terminated for not taking her required breaks and
that the subpoenaed records are therefore not
relevant.

Wal-Mart argued that since the plaintiff brought
the action alleging wrongful termination, the
records are necessary to defend the claim and
to show that the plaintiff was terminated for
stealing time. Wal-Mart argued that the plaintiff
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committed gross misconduct while on the job and
that the misconduct is why she was terminated.

PRIVACY

The plaintiff contended that she has a right to
privacy in her cell phone records under both the
California State Constitution and California state
law. Wal-Mart argued that the subpoena was
narrowly tailored to obtain the dates and times of
cell phone use but not the content.

THE CALIFORNIA DECISION

The federal magistrate judge ruled against the
plaintiff and denied the motion to quash the
subpoena for the cell phone records. The judge
noted that the records were directly relevant
to Wal-Mart's defense that the plaintiff was
terminated for misrepresenting her working
hours. The court also concluded that no privacy
interests were violated because Wal-Mart was not
seeking the content of any messages and because
the records being sought were held by a third party
and do not contain any content information. The
magistrate judge also ruled that since Wal-Mart
did not request the identity of any individuals
whose telephone numbers would be shown in
the records, no privacy violation concerning such
individuals was present.

2. THE OHIO SITUATION

A former employee of Verizon Wireless returned
her company-issued Blackberry when she left
employment. When the employee was provided
the company-issued phone, she was told that she
could use it for personal e-mail. The employee
had an account with G-Mail. The employee
believed that she had deleted that account from
the telephone before turning it in because she
understood that Verizon would "recycle" the
phone for use by another employee.

The G-Mail account was not closed and during
the following 18 months, the former employee's
supervisor read (without her knowledge or
authorization) approximately 48,000 e-mails sent
to her personal G-Mail account and disclosed the
contents of some of those e-mails to others.

The former employee filed a lawsuit claiming
a violation of both the federal Stored
Communications Act (SCA) and a state law
violation of privacy.

THE OHIO DECISION

The federal judge ruled against the numerous (and
inventive) arguments of Verizon that the SCA did
not apply. The judge concluded that just because
the phone was a company owned Blackberry did
not mean that authorization to read the personal

HEY! IS THAT THE COMPANY'S CELL PHONE OR YOUR CELL PHONE?

e-mail had been granted. The court agreed that
the former employee was negligent by not having
deleted the G-Mail account from the Blackberry
before turning it into the company. In ruling
against Verizon on this point, the Court stated:

Negligence is, however, not the same as approval,
much less authorization. There is a difference
between someone who fails to leave the door
locked when going out and one who leaves it
open knowing someone will be stopping by.

The court also refused to dismiss Verizon from
the lawsuit and concluded that both Verizon and
the supervisor were proper defendants. With
respect to the state law claim, the Court found that
the e-mails were "highly personal and private"
and that a reasonable jury could conclude that
the actions of the supervisor in reading "tens
of thousands of such private communications,
if proven to have occurred," would be "highly
offensive."

CONCLUSION

The first lesson from these two decisions is that
company cell phone policies should apply to
both company issued cell phones and private cell
phones. In addition, if private cell phone use on
personal matters (whether through a company
issued cell phone or with a privately owned cell
phone) are prohibited, that prohibition should be
clearly stated. Moreover, if company issued cell
phones are turned in by departing employees to
be "recycled" to other employees, it would be
prudent for the employer to ensure that no private
information or e-mail accounts remain on the
company's cell phone before recycling the cell
phone to other employees.

Finally, in the instance of company cell phones,
employers should be sure to add in-service
training for supervisors to ensure that supervisors
are at least as intelligent as the Smartphone. At a
minimum, such in-service training should cover
reasonable expectations of privacy, an admonition
to all supervisors involved in the recycling of
such company owned cell phones to be sensitive
to privacy rights of former employees, and a
reminder of Ron White's statement that "stupid
never takes a day off." When Al Gore invented the
Internet, he didn't explain the many opportunities
for federal court litigation. Now that federal
court decisions are being issued on both federal
and state law claims concerning privacy about
both company owned cell phones and personal
cell phones, prudent employers should take these
decisions into account when writing personnel
policies. Prudent employers should also increase
in-service training for supervisors on this topic.
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Editor’s Note: This article is not intended to provide legal advice to our readers. Rather, this article is intended to alert our readers to new and developing issues and to provide some common sense answers to complex legal
questions. Readers are urged to consult their own legal counsel or the author of this article if the reader wishes to obtain a specific legal opinion regarding how these legal standards may apply to their particular circumstances.
The authors of this article, William A. Harding and Robert B. Truhe, can be contacted at 402/434-3000, or at Harding & Shultz, P.C.,L.L.O., P.O. Box 82028, Lincoln, NE 68501-2028, wharding@hslegalfirm.com or btruhe@
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